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Produkty pro nasazeni do firemniho prostredi

Doporué¢ena kombinace produktt

e Kaspersky Security Center 10 Maitenance Release 1
o Kaspersky Network Agent 10
o Kaspersky Endpoint Security 10 Maitenance Release 1 [koncové stanice a servery]

o Kaspersky Anti-Virus 6.0 R2 pro slabsi HW bézici na OS WinXP XP3
e Kaspersky Endpoint Security 8 for Linux [koncové stanice a servery]
o Kaspersky Endpoint Security 8 for Mac [koncové stanice a servery]

Kaspersky Security Center 10 Maitenance Release 1 (KSC 10 MR1)

Aktualni verze instalaéniho bali¢ku pro centralni spravu Kaspersky Security Center, véetné kompletni
dokumentace je ke stazeni v sekci “Downloads & Info” - http://support.kaspersky.co.uk/ksc10 (pod
tlaCitkem “Files”). Uvnitf instalacniho balicku je také anglicka verze pro koncové stanice a servery
Kaspersky Endpoint Security 10 MR1.

:= Product Select Kaspersky Security Center 10

Knowledge Base

Downloads & Info

— - - Database Update [
ystem Requirements )
System Requireme Support [ves | Documentation

Common Ariicles Error fix = MUCEEMEE | administrator Guide [.pdf, 1.3 ME]

Getting Started [.pdf, 7556.6 KE]
Implementation Guide [.pdf, 1.1 ME]
Released | \jser Guide [.pdf, 1.1 MB]

How-to Videos Latest Version: 10.1.249 @ Databaj

Forum Commercial Release date: 30 January 2013 device)

. - |8 Suppor .

Contact Support pmsi:inc Distributive

Safety 101 & Errorfix Full package: ksc10.1.249en.exe [777.4 MB] l/ D5 |
° Release 4 Lite package: ksc10.1.2450ite en.exe [82.0 MB] ._/' MD5

Dalsi uzite¢né informace jsou dostupné na Kaspersky Lab knowledgebase -
http://support.kaspersky.co.uk/ksc10#kb
Vyukovy video materiél pro tento produkt - http://support.kaspersky.com/learning/courses/kl _102.10

Seznam plug-inG pro podporované aplikace pomoci KSC: http://support.kaspersky.com/9333

Kaspersky Endpoint Security 10 MR1 (KES 10 MR1)
Systémové a hardwarové pozadavky pro koncové stanice -
http://support.kaspersky.co.uk/kes10wks#requirements
Systémové a hardwarové pozadavky pro servery -
http://support.kaspersky.co.uk/kes10fs#requirements

Samostatné instalacni bali¢ky zde ke staZeni:

CZ verze: KES10MR1cs

EN verze: KES10MR1en

Ostatni jazykové verze: http://www.kaspersky.com/product-updates/windows-endpoint-security

Pro podporu Sifrovani v produktu KES10MR1 je potfeba doinstalovat Sifrovaci modul. BlizSi informace
jsou dostupné v tomto ¢€lanku -_http://support.kaspersky.com/9383

Vyukovy material pro tento produkt je dostupny zde -
http://support.kaspersky.com/learning/courses/kl 108.10
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Kaspersky Anti-Virus 6.0 R2 for Windows Workstations (KAV6 R2)
Pro slabsi HW bézici na OS Windows XP SP3

Ke stazeni:
CZ verze: http://products.kaspersky-labs.com/czech/workstations/kavwinworkstation6.0/
EN verze: http://support.kaspersky.com/wksémp4#downloads

Pro spravny report licenci v KSC 10 MR1 je doporu¢eno na koncové stanice nainstalovat patch
Z tohoto ¢lanku - http://support.kaspersky.com/9907

Kaspersky Security 10 for Mobile (Mobile Device Management)

Aktualni verze instalaéniho bali¢ku pro Kaspersky Security 10 for Mobile, v€etné potfebné
dokumentace je ke stazeni v sekci “Downloads & info” - http://support.kaspersky.co.uk/ks10mob (pod
tlacitkem “Files”).

Dalsi uzite¢né informace jsou dostupné na knowledgebase na této adrese -
http://support.kaspersky.co.uk/ks10mob/common

Vyukovy material pro tento produkt je dostupny zde -
http://support.kaspersky.com/learning/courses/kl_110.10

Kaspersky Anti-Virus 8.0 for Windows Servers EE (verze pro terminalové servery)
Aktualni verze instalacniho bali¢ku pro Kaspersky Anti-Virus 8.0 for Windows Servers Enterprise
Edition, v€éetné potfebné dokumentace je ke stazeni zde v sekci “Downloads & info” -
http://support.kaspersky.co.uk/wsee8 (pod tlacitkem “Files”).

Dalsi uzite¢né informace jsou dostupné na knowledgebase na této adrese -
http://support.kaspersky.co.uk/wsee8#kb

Kaspersky Endpoint Security 8 for Mac (KESS8 for Mac)
Podporované Mac OS X - http://support.kaspersky.co.uk/kes8mac#requirements
Vyukovy video materiél pro tento produkt - http://support.kaspersky.com/learning/courses/kl _111.80

Dokumentace a instalani bali¢ky ke staZeni v sekci “Downloads & Info”:
ENG verze: http://support.kaspersky.co.uk/kes8mac#downloads

Kaspersky Endpoint Security 8 for Linux (KES8 for Linux)
Podporované OS Linux pro koncova zafizeni - http://support.kaspersky.co.uk/kes8linux#requirements
Podporované OS Linux pro servery - http://support.kaspersky.co.uk/linux_file80#downloads

Dokumentace a instalani bali¢ky ke staZeni v sekci “Downloads & Info”:
ENG verze pro koncova zafizeni: http://support.kaspersky.co.uk/kes8linux#downloads
ENG verze pro servery - http://support.kaspersky.co.uk/linux_file80#downloads
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Kaspersky Security for Virtualization

Zakladni informace o produktu v ceském jazyce naleznete zde -
http://www.kaspersky.com/cz/business-security/virtualization

Datasheet - http://media.kaspersky.com/en/business-security/virtualization-datasheet.pdf

Kaspersky Security for Virtualization 2.0 (VMWare | AgentLess)
Toto fedeni si vystaci s instalaci pouze jediného virtualniho prostfedku v ramci virtualniho hostitele pro
v8echny virtualni pocitace - http://www.kaspersky.com/cz/business-security/virtualization/agentless

Instalacni soubory, véetné dokumentace, jsou dostupné v sekci “Downloads & info” -
http://support.kaspersky.co.uk/ksv2 (pod tladitkem “Files”).

Dalsi uzite¢né informace jsou dostupné na knowledgebase na této adrese -
http://support.kaspersky.co.uk/ksv2#kb

Vyukovy material, v€etné ukazky instalace, je dostupny zde -
http://support.kaspersky.com/learning/courses/kl 114.11

Kaspersky Security for Virtualization 3.0 (VMWare, Hyper-V, Citrix | Light Agent)
Zakladni informace o produktu v ¢eském jazyce naleznete zde -
http://www.kaspersky.com/cz/business-security/virtualization/light-agent

Instalaéni soubory, v€etné dokumentace, jsou dostupné zde, v sekci “Downloads & info” -
http://support.kaspersky.co.uk/ksv3 (pod tlacitkem “Files”)

Dalsi uzite¢né informace jsou dostupné na knowledgebase na této adrese -
http://support.kaspersky.co.uk/ksv3/install

Kaspersky Security 8.0 for Microsoft Exchange Server

Aktualni verze instala¢niho bali¢ku pro produkt Kaspersky Security 8.0 for Microsoft Exchange Server,
vCetné potfebné dokumentace je ke stazeni v sekci “Downloads & info” -
http://support.kaspersky.co.uk/exchange/security8.0 (pod tlacitkem “Files”).

Dalsi uzite¢né informace jsou dostupné na knowledgebase na této adrese -
http://support.kaspersky.co.uk/exchange/security8.0#kb

Kaspersky Security 8.0 for Linux Mail Server

Aktualni verze instalaéniho bali¢ku pro Kaspersky Security 8.0 for Linux Mail Server, v€etné potfebné
dokumentace je ke stazeni v sekci “Downloads & info” - http://support.kaspersky.co.uk/kims8 (pod
tlacitkem “Files”).

Dalsi uzite¢né informace jsou dostupné na knowledgebase na této adrese -
http://support.kaspersky.co.uk/kims8#kb

Vyukovy material pro tento produkt je dostupny zde -
http://support.kaspersky.com/learning/courses/kl_106.80

Kaspersky Anti-Virus 8.0 for Lotus Domino

Aktualni verze instalacniho bali¢ku pro Kaspersky Anti-Virus 8.0 for Lotus Domino, v€etné potfebné
dokumentace, je ke staZeni v sekci “Downloads & info” - http://support.kaspersky.co.uk/domino8 (pod
tlaCitkem “Files”).

Dalsi uzite¢né informace jsou dostupné na knowledgebase na této adrese -
http://support.kaspersky.co.uk/domino8/common

Kaspersky Security 8.0 for SharePoint Server

Aktualni verze instalaéniho bali¢ku pro Kaspersky Security 8.0 for SharePoint Server, v€etné potfebné
dokumentace, je ke staZzeni v sekci “Downloads & info” - http://support.kaspersky.co.uk/sharepoint
(pod tlacitkem “Files”).

Dalsi uzite€né informace jsou dostupné na knowledgebase na této adrese -
http://support.kaspersky.co.uk/sharepoint/install

Vyukovy material pro tento produkt je dostupny zde -

http://support.kaspersky.com/learning/courses/kl 117.80
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Instalace centralni spravy KSC 10 MR1, vCetné instalace KES

10 MR1, na koncova zarizeni
Instalaéni soubor centralni spravy Kaspersky Security Center 10 MR1

Aktualni verze instalaéniho bali¢ku pro centralni spravu Kaspersky Security Center, véetné kompletni
dokumentace, je ke stazeni zde, v sekci “Downloads & Info” - http://support.kaspersky.co.uk/ksc10 (pod
tlacitkem “Files”). Rozdil mezi ,Full Package“ a ,Lite Package“ je popsan v tomto ¢&lanku -
http://support.kaspersky.co.uk/9288.

Po stazeni instalacniho souboru KSC 10 MR1 staéi soubor pouze spustit. Provede se rozbaleni
instalaénich soubort do pfedem nadefinovaného umisténi (C:\ksc 10.1\), umisténi Ize zménit. Po
rozbaleni instalaénich soubor(l je potfeba spustit soubor setup.exe (C:\ksc10.1\en\Server\setup.exe),
pokud se nespusti po rozbaleni automaticky.

Instalace serverové Casti Kaspersky Security Center 10 MR1

Prejdéte do slozky ,Server” a spustte soubor setup.exe.

| dotnetfx 10/23/2013 2:46... File Folder

) MSXML 10/23/2013 2:45... File Folder

| Packages 10/23/2013 2:46... File Folder

| Plugins 10/23/2013 2:46... File Folder

| SglExpress 10/23/2013 2:46... File Folder

) WindowsInstaller4s 10/23/2013 2:46... File Folder
ﬂKaspersky Security ... 1012013 :52 PM  Windows Installe... 62,620 KB
=] license 1012013 3:53PM  Text Document I3KB
| |sci0.dud 1012013 6:01PM KD File JKB

10/1/2013 5:52PM  Application 5,045 KB

=55 _jnstall 10/1/2013 3:51PM XML Document & KB

=l

Vyberte zplsob instalace "Typical", ve kterém bude automaticky nainstalovana databaze Microsoft
SQL Server 2008 R2 Express SP2. Pokud chcete vyuzit vlastni databazi, vyberte zpUsob instalace
,Custom*® a vyberte SQL Server pro vytvofeni databaze.

(i
Installation Type
Select the installation type that best suits your needs.

Select the installation type that is most suitable for your network, You will be able
to install additional features and modify the configuration later.

& Typical (recommended for beginner users)

" Custom (recommended for advanced users)

—©) 2013 Kaspersky Lab 240, Al Rights Reserved,

< Back

Cancel

Tento dokument je pouze zakladni dokumentace a zjednoduseny pravodce pro nasazeni produktl Kaspersky Lab. n

Vice informaci obsahuji dokumentace k danym produktdm.


http://support.kaspersky.co.uk/ksc10
http://support.kaspersky.co.uk/9288

Zadejte pocet spravovanych pocitacl (instalator podle toho upravi nékteré parametry, vSe Ize pozdé;ji
ménit v administraénim rozhrani)

Kaspersky Security Center Administration Server N - IDIﬂ

Select the approximate number of computers that you are planning to manage. This
information will be used to configure Kaspersky Security Center properly. You wil be
able to edit these settings later.

¢ Fewer than 100 computers in the network

" From 100 to 1,000 computers in the network
" From 1,000 to 5,000 computers in the network
(" More than 5,000 computers in the network

2013 Kaspersky Lab 260, &l Rights Reserved,
< Back

Vyc&kejte na dokonéeni instalace jednotlivych komponent

Administraéni konzole se instaluje automaticky se serverem a po dokonceni se spusti. Pokud chcete
nainstalovat administracni konzoli na dalSi stanici, ze které budete ovladat administracni server KSC,
instalac¢ni baliCek je umistén ve slozce, kde byly rozbaleny instalani soubory pro centralni spravu
Kaspersky Security Center (C:\ksc 10.1\en\Console)

Kaspersky Security Center Administration Server - | I:Ilﬂ
.ff 5
Please wait for the Kaspersky Security Center Administration Server installation to
complete,
%" Microsoft .NET Framework 2.0 5P2 Prerequisite
% Microsoft Windows Installer 4.5 Prerequisite
%" Microsoft SQL Server 2003 R.2 Express 5P2 Prerequisite
%7 MSXML 4.0 Prerequisite
%" Kaspersky Security Center Administration Server Main
%" Kaspersky Endpoint Security 10 Maintenance Release 1 for Windo... Plug-n
[ Plug-in for Exchange ActiveSync Plug-n
fE,)P'Iug—in for management of mobile i05 devices Plug-n
Completing installation
|
= Bach Mewk = | Cancel I
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Kaspersky Security Center Administration Server ' - ID'LI

Kaspersky The Setup Wizard of Kaspersky Security
Security Center Center Administration Server has
completed.

Click the Finish button to exit the Setup Wizard.

[V Start Administration Console

< Back l l Finish I Ccancel I

Prvni spusténi centralni spravy Kaspersky Security Center

Po spusténi administracni konzole vyuzijte Quick Start Wizard — pomUze vam vytvofit zakladni
nastaveni a ulohy. Ve mizete pozdéji zménit nebo smazat a opét projit Quick Start Wizard
(Administration Server > Action > All tasks > Quick Start Wizard)

i

Welcome to the Quick Start Wizard

This wizard performs the initial configuration of Kaspersky Security Center and downloads updates.
also helps you to activate the application and configure notfication delivery.

< Back I Mead = I [Cancel Help
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Zadejte licenci, kterou jste ziskali od prodejce, pfipadné zvolte moznost "Add key later".

ﬂ

Select how to add key

i ! Enter activation code

I Load from key file

= Add key later

HEst > Canezel Help

Povolte nebo zakazte Kaspersky Security Network.
Doporuéuji KSN pouzivat - http://support.kaspersky.com/7269

Kaspersky Security Network

Kaspersky Securty Networl (K5N) allows receiving information about applications from the
Kaspersky Lab reputation databases. Your participation in KSM will improve the chances of
detecting new and sophisticated threats and their sources, as well as targeted attacks .

& fecept KSN Statement and allow the use of KSHE

£ Do not use KSN

View KSM Statement

< Back Meat = Eance Help
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Nastavte smtp server a adresu pfijemce pro notifikace z KSC.

Quick Start Wizard

Configure the method of email notification sending

Recipient: I administrator @domena.cz
B
SMTP server: I smtp.domena.cz

SMTP server port: 25 _:|
[~ Use ESMTP authorization
User: marme: I
Bassward: I SEBAERBRERE
Canfitm password; I T YT Y]
Test |
< Back Neat = Cance Help

Vytvofi se preddefinované ulohy.

Quick Start Wizard

Configuring initial protection configuration

Creating management objects:

i Policy for application Kaspersky Security Center Network Agent created
i Task "Find vulnerabilities and application updates” created

g’ Task "Back up Administration Server data” created

PP Creating task "Download updates to the repositary™..

¢ Back It > Cancel

Help
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Pouziva-li organizace pro pfistup k Internetu proxy server, zadejte pozadovana data

Quick Start Wizard

Proxy server settings to access the Intemet

fAddress: I

Ptk numbet: I 3128 _I?

™| Bypass prawy server For, [ocal addresses

r Proxy server authorization

lUser name: I
Passwﬂrd: I SRS ES
confirm password; I CLLTI T T LT

< Back Next = Caticel | Help

Aktualizace virovych definic mGzete nechat stahnout na pozadi > kliknéte na tlacitko ,Next*

Quick Start Wizard

Downloading updates through Administration Server

You do not need to wait until updates are downloaded. Click Next to continue the wizard.
Downloading will continue in the background.

File downloaded bases/ksn/ksn-0607g xml kiz*

I

¢ Back Mext > Cancel Help
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Dokoncete privodce tlacitkem ,Finish“. Pfed nasazenim produktu je vhodné upravit nastaveni dle
potifeb kazdé spoleénosti, poté instalaci na koncové stanice a servery provedte samostatné.

w You have successfully completed the Guick Start Wizard.

[ Start protection deployment

¢ Black I Finish I Cance Help

Zakladni nastaveni centralni spravy KSC a produktu KES pro koncové stanice a
servery

Nastaveni centralni spravy a vSech produktl je jiz od vyvoje nastaveno tak, Ze neni potfeba zadné
sloZité nastavovani. V néasledujici kapitole budou spiSe popsany principy a nastaveni, které se mohou
ve spoleCnostech liSit, na zakladé daného IT prostiedi.

Uloha pro Kaspersky Network Agenta - Find vulnerabilities and application updates

Tato Uloha je vytvofena pfi instalaci KSC automaticky, pomoci Quick Start Wizardu. Tato automaticky
naplanovand uloha se poté spousti kazdé utery v 19:00. Jejim ukolem je proskenovat kazdou stanici,
kde bézi Kaspersky Network Agent na veSkeré zranitelnosti a chybégjici aktualizace v operaénim
systému. Jedna se o velice dulezitou ¢ast bezpecnosti. Jelikoz tato uloha mize mit pfi spusténi dopad
na vykon koncové stanice, opravdu skenuje veskeré aplikace, proto doporu€ujeme naplanovat tuto
Ulohu podle vlastniho uvazeni na co nejvhodnéjsi dobu.
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E Kaspersky Security Center

File Action \View Help

=101]

L ENENE

W4 Kaspersky Security Center

B AL Administration Server SECUF

1] Managed computers
Administration Server ta

i Tasks for specific compu

User accounts
=| Reports and notification

|| Applications and vulnerz
=] i Remote installation

[?j Installation package
== Unassigned computers
= | ] Repositories

KN — |

MName = I Application Find vulnerabilities and application updates
Find vulnerabilities and applicati... Kaspersky Task type: Find vulnerabilities and critical updates

2% 2 Install update

@Uirus Scan

Kaspersky Enc

computers

Q) View results

Task execution

o

nge task settings

v MNotification settings: notification

() Notification settings: storing results

() Export task to file

Getting started ; Managed computers

¥ Show inherited tasks

Kaspersky Enc | Application: Kaspersky Security Center Network Agent

Applied to 0 computers
Ready for execution on 1

. Runining on 0 computers
\ Pausad for O computers
/ Completed on 0 computers
Retwrned emor on 0 computers

|Groups: 0, computers: 1

Vyberte €as spusténi nebo vyberte moznost spousténi manualné > ,Manually“. Moznost ,Run Missed
tasks"” provede naplanovanou ulohu po spudténi stanice, ktera byla v €as planovaného ukolu vypnuta.

General
Notification
Schedule
Settings

Exclusions from task scope

es and application updates

=101 %]

. Scheduled start:

Weekly

[

Every M hours
Dail

IT_ Manthly
YN Once
Manually
Start tj Immediately
When new updates are downloaded to the repository
I 700 on virus outbreak
On completing another task

¥ Run missed tasks
[ Define task launch delay automatically

™ Randomize the task start with interval (min):

E
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Nastaveni policy pro produkt Kaspersky Endpoint Security 10 MR1 for Windows

Pokud v sekci Endpoint Control nemate zobrazeny moznosti Application Startup Control, Vulnerabilty
Monitor, Web a Device Control, pouzijte tento postup - http://support.kaspersky.co.uk/9328. Plati pouze
pro typ licence KESB — SELECT, ADVANCED a TOTAL. Tato volba se automaticky zapne pfi prvnim
spusténi KSC po pfipadani licence. Pokud nebyla licence vlozena pfi prvnim spusténi, tak je potfeba
pouzit vySe popsany postup.

[M Properties: Kaspersky Endpoint Security 10 Maintenance Release 1 for Windows - |E||i|

sectons

General
Events I Kaspersky Endpoint Security 10 Maintenance Release 1 for Windows
Endpoint control
Application Privilege Control Application: I Kaspersky Endpoint Security 10 Maintenance Release 1 for Windows
Anti-Mire nrahacbinn Createrd: SI27i014 1:73:35 PM

Po aplikaci vySe popsaného postupu budou jiz tyto moznosti v politice zobrazeny a dostupné.

_ioix
General =
Events
Endpaint control
Application Startup Control Application: I Kaspersky Endpoint Security 10 Maintenance Release 1 for Windows
Application Privilege Control Created: 5/27(2014 1:23:35FM
Vulnerability Monitor Modified: 5/27/2014 1:23:37 PM
Device Control Folicy status
Web Contral * Active policy

AntAire rrntactinn

Dodate¢né nastaveni politiky pro produkt Kaspersky Endpoint Security 10 MR1 for Windows
Otevrete zalozku politiky pro editaci. Policies > KES10MR1 > Change policy settings

E] Kaspersky Security Center - |E| ﬂ
File Acton View Help

IR EEEE =

K Kaspersky Security Center S "'
Bl (% Administration Server SECLF Groups Policies Tasks Computers _

U Managed computers

\zy Administration Server ta CER R L L S R
@ Tasks for spedfic compu -
? User accounts ™ Show inherited policies
=) Reports and notification - - -
| Applications and vulnerz el il | Kaspersky Endpoint Security 10 Maintenance Release 1

=] Eﬁ Remote installation ky Endpoint Security 10 Maintenan... Act

Application:  Kaspersky Endpoint Security 10 Maintenance

[ﬁ Installation package Kaspersky Security Genter Network Agent Acti Release 1 for Windows
Unassigned computers Created: 5/27/2014 1:23:35PM
= Repositories

Changed: 5/27/2014 1:23:37 PM
Inherited Not inherited
policy:

Affected: 0 computers

Enforcement pending: © computers

Enforcement in progress: 0
computers

Enforcement successful: 0 computers

Enforcement failed: 0 computers

‘ \ ' { Details

(@ Change policy settings

Endpoint control
i Application Privilege

Contral
Anti-Virus protection
() General Protection () File Anti-virus
Settings
i Mail Anti-virus () Web Anti-Virus
q I I _’I @ M Anti-Virus () Firewall -

|Groups: 0, computers: 1 |
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http://support.kaspersky.co.uk/9328

Nastaveni vyjimek pro aplikace a slozky

V sekci Anti-Virus protection > General Protection Settings > Exclusions and trusted zone > zde je

mozné pomoci tlagitka ,Settings* pfidat vyjimky, pokud je potfeba.

X Properties: Kaspersky Endpoint Security 10 Maintenance Release 1 for Windows o [ 4

General

Events

Endpoint control
Application Startup Control
Application Privilege Control
Vulnerability Monitor

Device Control

[ Launch Kaspersky Endpaint Security 10 for Windows at computer startup
[~ Enable Advanced Disinfection technology

[@ - Objects for det
Detection of the following object types is bled:

- Vfiruses, worms, Trojans, and malicious tools

- Adware and auto-dialers

Web Control - Packed files that may cause harm, and multi-packed files

Anti-Virus protection |W|

I General Protection Settings I ~

File Anti-virus M |ml
Mail Anti-Virus Trusted applications: 2 (total 2) —
Web Anti-Virus [@  Monitored ports
IM Anti-Virus = " Monitor all network ports |ml
Firewall ¥ Monitor only selected ports —_—
Network Attack Blocker

System Watcher

Advanced Settings -

LiEin oK I Cancel Apply

Skenovani sitovych disku
V sekci Anti-Virus protection > File Anti-Virus > Security leve > pouzijte tlagitko ,Settings*.

[M Properties: Kaspersky Endpoint Security 10 Maintenance Release 1 for Windows - |EI|5|
rF
e ~ ¥ File Anti-Virus [@
Events This component resides in RAM, scanning all opened, saved, and active files to ensure maximum
Endpaint contral protection at all imes.
Application Startup Control — Security level [&
Application Privilege Control - I - Recommended | Settings... |
Vulnerability Monitor - Optimal protection —
T - Recommended for most users | By default |
Device Control
Web Contral
— Acti I
Anti-Virus protection Action on threat de ik
General Protection Settings on automatically
I File Anti-Virus I Select action: Disinfect. Delete if disinfection fails
; ¥ Disinfect
Mail Anti-Vi
= ANETTLS ¥ Delete if disinfection fails
Web Anti-Virus
IM Anti-Virus b
Firewall
Network Attack Blocker
System Watcher
Advanced Settings -
— 0K I Cancel Al |
4
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Zde, pokud nevyzadujete skenovani sitovych disku, odeberte nastaveni pro ,All network drives.

[*5 File Anti-Virus
General IPerForTnance I Additional
Al files

% Files zcanned by format
™ Files scanned by extension (i)

j All removable drives
== Al hard drives

[ Z# all network drives '

oF Add  Edit 3& Delete

Povoleni pripojeni ke vzdalené plose (MSTC)
Pokud je toto vzdalené pfipojeni na stanice ve spole¢nosti pouzivano, je potfeba povolit toto nastaveni
pro modul Firewall, ve kterém je toto pfipojeni v zédkladnim nastaveni zakazano.

V sekci Anti-Virus protection > Firewall > Firewall rules > Configure rules for network ...> Settings

W Properties: Kaspersky Endpoint Security 10 Maintenance Release 1 for Windows ;|g|5|

General 1= ¥ Firewall [

Events This component filters all network activity according to the spedified rules.

Endpoint contrel — Firewall rules =
Application Startup Control |m Configure rules for Application Privilege Control in the operating system.
Application Privilege Control
Yulnerability Moritor |W| Configure rules for network packets and data streams.

Device Control =
S——  Available netwarks i —
Anti-Virus protection |% Configure settings for network connections.
General Protection Settings
File Anti-Virus
Mail Anti-Virus
Web Anti-Virus
IM Anti-Virus b
I Firewall I
MNetwork Attack Blodker
System Watcher

Advanced Settings -

Hel oK I Cancel Apply |
A
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Pouzijte pravé tlaCitko na mysi na pravidla ,Remote Desktop network activity” a vyberte ,Allow*.

[& Firewall

 Application control rules  Network packet rules | Networks |

rﬁl Configure network packet rules

= Kaspersky Endpoint Security 10 for Windows monitors inbound and outbound network activities by using network packet

rules created by default. You can create a new set of conditions and actions to take on network packets and data streams
by adding or editing network packet rules.

gk add &7 Edit K Delete § Moveup & Move down

Metwork service
Requests to DM5 server over TCP
Requests to DMS server over UDP
Sending e-mails
Any network activity
Any network activity
[ Remote Desktop network act]
TCP connections through local ports
UDP connections through local ports
Incoming TCP stream
Incoming UDP stream
ICMP Destination Unreachable incoming responses
ICMP Echa Reply incoming packets
ICMP Time Exceeded incoming responses
Incoming ICMP stream

ICMPv& Echo Request incoming packets
4]

Additional. ..

=

Trusted networks
Local networks

&= According to the application rule

=

v = Logevents

v -allowed @ -blodked - process according to the application rule

Pii zatizeni prenechat zdroje ostatnim aplikacim

Pokud je zatizeni procesoru vysoké, odlozi tato funkce planované kontroly, které spusti s odloZzenim
a stanice nebude vytéZovana do vykonnostniho limitu.

X properties: Kaspersky Endpoint Security 10 Maintenance Release 1 for Windows — |EI|5|
Vulnerability Manitor -

[& - Self-Defense Settings
[¥ Enable SelfDefense
[ Disable external management of the system service
[~ Send dump and trace files to Kaspersky Lab for analysis

Device Control
Web Control

Anti-Virus protection

General Protection Settings [ Operating modes

File Anti-Virus [¥ Do not start scheduled tasks while running on battery power

Mail Anti-Virus I [~ Concede resources to other applications I

o | Allow local tasks to be displayed and managed (except custom scan)

/e Ant-irus [~ allow management of group tasks

IM Anti-Virus [~ Perform Idle Scan

Firewall [ Use proxy server for activation

Metwork Attack Blocker [& — Scan removable drives on connection

System Watcher Action on removable drive connection: IDo not scan j

Advanced Settings [T Maximum removable drive size: I 4096 _I; MB

Application Settings I [& — Proxy Server Settings

Reparts and Storages | Settings... Address is defined automatically, port 80

KSM Settings
Interface

-
Help

= == =
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Provést kontrolu pfi ne€innosti
Kontrola systémové paméti, systémového disku, spoustécich objektl a Uloh automatické aktualizace
prob&hne ve chvili, kdy je pocitat uzam&en nebo je aktivni Setfi€ obrazovky.

X properties: Kaspersky Endpoint Security 10 Maintenance Release 1 for Windows

_} Application Settings

[& - Self-Defense Settings
¥ Enable Self-Defense
[ Disable external management of the system service
[~ Send dump and trace files to Kaspersky Lab for analysis

Vulnerability Monitor
Device Control
Web Control

Anti-Virus protection
General Protection Settings
File Anti-Virus
Mail Anti-Virus

Web Anti-Virus

¥ Do not start scheduled tasks while running on battery power

[~ Concede resources to other applications

[~ allow local tasks to be displayed and managed (except custom scan)
[~ Allow management of group tasks

IM Anti-Virus ¥ Perform Idie Scan
Firewall |- Use proxy server for activation
Network Attack Blocker [& - Scan remo es
System Watcher Action on removable drive connection: IDD not scan j
Advanced Settings [~ Maximum removable drive size: I 4096 _I; MB
Application Settings I [&  Proxy Server
Reports and Storages | Settings... | Address is defined automatically, port 80
KSM Settings
Interface
-
Hel CK I Cancel Apply
A

Povolit ochranu heslem

Advanced Settings > Interface > Password protection > Enable password protection > Settings

[M Properties: Kaspersky Endpoint Security 10 Maintenance Release 1 for Windows

[ ——

User Interface Settings
& - Inte

Vulnerability Monitor
Device Control
Web Control
Anti-Virus protection
General Protection Settings
File Anti-Virus
Mail Anti-Virus
Web Anti-Virus
IM Anti-Virus
Firewall
Metwork Attack Blodker
System Watcher
Advanced Settings
Application Settings
Reports and Storaa

kSN Settings

¥ Display Kaspersky Endpoint Security 10 for Windows interface
™ Use icon animation while running tasks
¥ show Protected by Kaspersky Lab™ on Microsoft Windows logon screen

=101 x|

e "'-'-—-._‘ |

¥ Enable Eassword protection

Settings...

[& - not

- User support

Support information |

I Interface

| Settings...

Settings...

Help

[ |

Cancel
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5 Password protection

Password protection allows you to set restrictions on the management of some or all
features and settings of Kaspersky Endpoint Security 10 for Windows, This reduces the
risk of unauthorized or unintended changes in the functioning of the application,

Old password:

Mew password: I""'"

Confirm password: Iu-u"

¥ all operations {except notifications of dangerous events)
" Selected operations

O configure application settings

O Exit the application

O pizable protection components and stop scan tasks
[ bisable control components

[C isable Kaspersky Security Center policy

[ remove key

B remove  modify [ restore the application

Pfiprava pred instalaci Kaspersky Network Agenta a Kaspersky Endpoint Security 10
MR1 for Windows na koncové stanice a servery

Pridani ceské verze Kaspersky Endpoint Security 10 MR1 for Windows do KSC
Po stazeni instalacniho balicku Ceské verze KES10MR1cs jej spustte. Po rozbaleni distribu¢niho
balicku pfejdéte do centralni spravy KSC > Remote Installation > Installation packages.
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=i

File Action View Help

AN IS
WL Kaspersky Security Center . -
B (f] Administration Server SECURITY-CI Getting started » Installation packages
= [] Managed computers
nstalace s, kES10MR1 | Installation packages

Servery Installation packages are used for remote deployment.,

Stanice
teh Administration Server tasks + Create installation package

i@ Tasks for specific computers

User accounts
-| Reports and notifications

I @- Appllcatlons and abilities
m atio

applications

= apphcsmns p-=ck.=c5 ane intended for instzllation on mobile devices not using Kaspersky Seourity
Center, For example, a mobile applications package can be sent to a user via email or can be uploaded to the
Web server for further downloading and installation,

& View the list of stand-alone packages
Stand-alone installztion packages are intended for installation not using Kaspersky Seouwity Center, For
example, @ stand-zhone package can be sent to & user via email or can be uploaded to the Web server for
further downloading and installztion, Stand-alone packages ane areated based on an existing installation
package and inherit its settings,

Q) View current version of Kaspersky Lab applications

() View repart on versions of installed applications

() Add/Remove columns

() Refresh

Name ~ < No selected items >
—
Microsoft Exchange Mabile devices server (10, 1,249)

—

|_| Kaspersky Security Center Network Agent (10, 1,249)
—

|_| Kaspersky Endpoint Security 10 for Windows (10.2.1.23)
—

|_| i0S MDM mobile device server (10.1,249)

KN — 2l | 1]

|1n513||ah'on packages: 4 | |

New Package Wizard x|

Select installation package type Q

Create installation package for a Kaspersky Lab application

Select an application from Kaspersky Lab database to create an installation
package

—
ar
-;?‘ Create installation package for spedified executable file
g
=
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New Package Wizard

Defining installation package name Q

Mame:

Kaspersky Endpoint Security 10 for Windows (10.2.1.23) C5

< Back I Mext = I Cancel | Helm

Search

‘@CF| .~ KES10MR 1cs - &

Organize * 1= Views ~ . New Folder

Favarite Links — —

Kes 10win.kpd 3/4/2014 11:51PM  KPD File
Bl Desktop || Kes10win.kud 3/4/2014 11:51PM  KLID File

1M Computer
E. Documents
E Pictures

EJ" Music

|4 Recently Changed
E Searches

Public

Folders ~ 4

| o

File name: IKesmwin_kpd j Ka koy Lab application dej

7
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Zaskrtnutim volby ,Copy updates from repository to installation package” pfidate do instalacniho
balicku aktualni virové definice. Tato moznost je dostupna i po vytvoreni instalaéniho bali¢ku.

New Package Wizard |

Selecting the distribution package for installation Q

I Kaspersky Endpoint Security 10 for Windows Select...

Application version: 10.2,1,.23

[ Copy updates from repository to installation package

« Back I Mext = I Cancel | Help |
New Package Wizard =]

Uploading installation package to the Administration Server Q’

Uploading package files to Administration Server

I

= Back [exk = | Cancel I Help
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Nastaveni instalaénich bali¢kt
Kazdy instalacni baliCek Ize pfed nasazenim na koncové stanice a servery prednastavit.

o1l

File Action View Help
e A N Nl

W4 Kaspersky Security Center
= @ Administration Server SECURITY-CI
= i] Managed computers

mswace s, (Esiovk | Installation packages

Getting started » Installation packages

Servery Installation packages are used for remote deployment.

Stanice . .

k7 Administration Server tasks = Create installation package

& Tasks for spedific computers & Manage packages of mobile applications
User accounts Mabile applications packages are intended for installztion on mabile devices not using Kaspersky Security Center, For
example, 2 mobile applications package can be sant to 2 vser via email or can be uploaded to the Web sarver for

2| Reports and notifications further downloading and installation,
& | Applications and vulnerabilities

@ View the list of stand-alone packages
Stand-alone installation packages ane intended for installation not using Kaspersky Seawity Center, For example, 2
stand-alone package can be sent 1o 2 user via email or can be uploaded to the Web server for further downloading and
instzllztion, Stand-zlone packages are oreated based on an existing installation package and inherit its settings.

B CJ. Bemote

te installation
= Installation packages

@ View current version of Kaspersky Lab applications
() View report on versions of installed applications

() Add/Remove columns

i Refresh

I Kaspersky Endpoint Security 10 for

—_
|_| Miaosh‘@gj Mobile devices server {10.1.249) Application: Kaspersky Endpaint Security
=

10 Maintes Rel 1
Kaspersky Se Center MNetwork Agent (10.1.249) - 1"E:do::?snce iease

Version: 10.2,1.23
Size: 371496 KB

Kaspersky Endpoint Security 10 for Windows (10.2.1.23)
= Install application

|_| {05 MDM mabile device server (10.1.249)
o stand-alone installation
pac
) Show installation package
properties window
3 Delete installation package

K | KN I [

|Insia||ation packages: 5 | |

[X Properties: Kaspersky Endpoint Security 10 for Windows (10.2.1.23) - |EI|5|
poperic
General Installation type: ISiandard installation j
Properties N
Components to be installed —
Key

File Anti-Virus

Incompatible applications Mail Anti-Virus {For workstations only)

IM Anti-Virus (For workstations only)

Web Anti-Virus (For workstations only)

Firewall

Vulnerability Monitor

Netwark Attack Blocker

[ Application Privilege Contral (For workstations only)
[#] Application Startup Central (For workstations only)
Web Contral (For workstations only)

Device Control (For workstations only)

[ system Watcher (For warkstations ornly)

O Encryption of files and folders (For workstations only)
O Encryption of hard drives (For workstations only)

-

Path to application installation folder:

IPath to application installation folder is spedfied on product side.

Path to encryption module installation folder:

IPath to encryption module installation folder is spedified on product side.

Configuration file:

I | Browse... |
Ricin oK | Cancel | Anply |

4
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Vytvoreni skupin
Vytvorte skupiny, kde bude provedena instalace Kaspersky Network Agenta (NA) a nasledné Kaspersky
Endpoint Security 10 MR1 for Windows (KES10MR1).

V sekci Managed Computers zalozte skupiny, napfiklad skupiny Instalace, Stanice, Servery. V prostredi
KSC muze mit kazda skupina samostatné ulohy (Tasks) a nastaveni (Policy). Instalaéni balicek NA i
KES10MR1 je stejny pro vSechny Windows platformy. Instalaci tedy v tomto pfipadé provedeme v ramci
jedné skupiny (lze rozdélit na dvé, nejprve instalace NA, poté druha skupina pro instalaci KES10MR1).
Po dokonceni instalace je mozné stanice a servery presouvat a fadit do skupin v ramci Managed
Computers dle potreby.

-iBix

File  Action View Help

T Y EEIEETE

W o W W e W e

Getting started » Managed computers

-

Deployment
{éxy Administration Sel M anaged computers statuses:
2 Tasks for specific com Administration groups allow you to aeate a computer Network Agent
User accounts hierarchy in the network and apply policies and application ::“ _"'"5}5“‘35‘ o
nti-viru
=) Reports and notification sks to selected computers, Epp:;c"c_'t.‘:n - |
& | Applications and wulnerz irst=?|le_c: 1 /
L] Remote installation computers to the group Anti-virus
™= i i link to select how to move 2 computer discovered during application
Unassigned computers netw lling to administration group. installed: 0
% Repositories

|+ Create a subgroupl
& Group propgrties

s when computers are inactive
v Configure paramigers of computer status discovery
i Find computers in this gl and subgroups

Y Group name

Enter the name of a new group:

Instalace NA, KES10MR 1 Remote installation
) Start installation

aK I Cancel | () Configure automatic

application installation

" - - () View installed applications
group and its subgroups, run by schedule or by administrator’s command (for example, 2

report
winus scan task or anti-vinus database update task), Task results are saved and availzble _ .p ; . i
for viswing. i) View available installation
© ch | packages
Change group computers list
LI—I LI Computers inchuded in the administration groups inhesit polices and tasks of this group e Sy e e -

|Grcups: 0, computers: 1
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Konfigurace pravidel pro fazeni pocitact do skupin

Pro automatické fazeni pocitacli do skupin muzete nastavit pravidla, ktera mohou byt pouzita pouze
jednou, nebo neustale. Radit Ize na zakladé operaéniho systému, jmenné konvence, je mozné pouzit

jiz vytvofenou strukuru z MS Active Directory, atd.

File Action View Help

Eﬂ Kaspersky Security Center

-lojx|

L AEIEIEN =

W Kaspersky Security Center
) 2Bl Administration Server SECURIT
I} Managed computers
@y Administration Server tasks
a3 Tasks for spedfic computer

User accounts

Reports and notifications
' | Applications and vulnerabil

Remote installation

!ni Unassigned computers

Repositories

Unassigned computers

Computers discovered in the network.,

Windows network polling
Searching for computers in the Windows network,

i View discovered computers

Active Directory polling
Discovers computers in the Active Directd
@ View discovered computers
@ Edit polling settings

() Discover computers

1P subnets polling
Discovers computers in the specified IP subnets.

@ View discovered computers
& Edit polling settings
() Discover computers

K1 I |

@ Find unaccinnad comnutarc

Getting started » Unassigned computers

Computer
Discovery
Discovery is
performed
periodically by
the
Administration
Server to detect
new unassigned
computers,

-

Configure rules
of computer
allocation to
administration
groups

& Configure rules of computer allocation to administration groups
Click this link to select how to move a computer discovered during network polling to administration group.

X Properties: Unassigned computers

=101 x|

Sections Computer relocation
Computer relocation
Computer relocation rule list:
Rule name | %
Add I Propertics | Faorce |
el Ok | Cancel | Apply |
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General

Network

Active Directory
Applications
Virtual machines

Tags

=101 |

i@ I Servery

Group to move computers to:

I Managed computers\Servery Select... |

Apply rule:
£~ Run once for each computer

" Run once for each computer, then at every Network Agent reinstallation on computer

% Rule works permanently

[+ Move only computers not added to administration groups

[+ Enable rule

[N new rule

General
Network

Active Directory

Network Agent is running

| =

I.Applicat'lnns

v Operating system version:

Virtual machines

Tags

AN

Operating system =

O Microsoft Windows 95
O Microsoft Windows 98
Microsoft Windows Me
fgrosoft Windows NT

Microsoft Windows Server 2003
Microsoft Windows Server 2008
Microsoft Windows Server 2008 R2
Microsoft Windows Server 2012
Microsoft Windows Server 2012R2
LI Microsoft Windows Vista

O Microsoft Windows XP

O nMovell Netware

O symbian

O windows Mabile

O windows Fhone

4]

E
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[N Properties: Unassigned computers - |EI|5|
Computer relocation
Computer relocation rule list:
Rule name | @
%Servery
Add I Froperties | Farce |
Help 0K | Cancel | Apnly |
4

Systems Management
Zjednoduseni spravy IT za u€elem snizeni provoznich nakladl a zvySeni efektivity. Kaspersky
Systems Management centralizuje a automatizuje Sirokou Skalu funkci tykajicich se spravy systému.

Vyukovy material pro Systems Management je dostupny zde -
http://support.kaspersky.com/learning/courses/kl 109.10

Instalace Kaspersky Network Agenta a Kaspersky Endpoint Security 10 MR1 for
Windows na koncové stanice a servery

Automaticka instalace

Na kazdé skupiné Ize definovat, které instalacni balicky budou automaticky instalovany pro vSechny
stanice v této skupiné. Pro demonstaraci budeme automaticky instalovat Kaspersky Network Agenta a
Kaspersky Endpoint Security 10 MR1 for Windows. Po pfesunuti stanice nebo serveru do této skupiny
zacné instalace automaticky.
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http://support.kaspersky.com/learning/courses/kl_109.10

Ea Kaspersky Security Center
File Action View Help

rYEEIEEIE ==

& [ Administration Server SECURITY-CEN Groups Policies Tasks Computers

= ‘II Manage e

=10] x|

Getting started » Instalace NA, KES1IOMR1

Deployment Ty =
Instalace NA, statuses: N
i 3 AR,
&) Administration Server tasks ESID M R1 :;t:grt:lgglegt Po e
¢ Tasks for specific computers e Ponemlek 0 Giiiaaduoianninagny
“ User accounts AdMpistration groups allow you to create a computer "TF? = ;$$$$$$$$$$$$$$$$$$§
. - B A s e
™% Reports and notificat hierartiy in the network and apply policies and ianps‘:a'lcl:i?g _
+ - ' e e gl
E Eports and notifications applicatioMdasks to selected computers, Antivins R e e
Applications and vulnerabilities e R
Remote installation = Add compiers to the group installed: 0 e
SRleninne e
== Unassigned computers Click this link to s=IMghow to move 2 com
r! Repositories discovered during netwisk polling to administration group.

== Create a subgroup
{ Group properties
() Configure actions when computeig
inactive
() Configure parameters of computer stat
discovery
(L Find computers in this group and subgroups
() Manage Administration Server hierarchy

Policy management

k. mote installation
i Modify application settings
You can change settings of applications that are installed on computers inchedad
iin the group and its subgroups by modifying policies of these applications,
Policies allows changing applications settings for all computers incheded in the
group and its subgroups.

installation

() Configure automatic
application installation

& Manage application tasks

A task is an assignment for selected applications that are instzlled on comparters W View installed applications
in 2 group and its subgroups, run by schedule or by administrator's command report
(for example, 2 vinus scan task or anti-virus detzbase updste task), Task resuls &3 Vi i i 2
| | ] 20e. caved 2nd avsilzhis for vieudna. e

|Groups: 0, computers: 0 |

[H Properties: Instalace NA, KES10MR1

_|o| x|

General .
T T L_u- :sl;c;tlinsizllaﬁon packages to install applications on new dient computers assigned to the
Automatic installation

Learn more
Computer status
Update Agents O ﬁ Kaspersky Endpoint Security 10 for Windows (10.2.1.23) EN

="
O |_| Microsoft Exchange Mobile devices server (10.1.249)

="
O |_| 05 MDM maobile device server (10.1.243)

—
|_| Kaspersky Security Center Network Agent (10.1.243)

o
|_| Kaspersky Endpoint Security 10 for Windows (10.2.1.23) C5

E

0K I Cancel Apply |
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Manualni instalace

Pokud nechcete vyuzit automatickou instalaci na vSechny pocitace, zruste tyto automatické instalace
instalacnich balick( a pocitace presunte do skupiny dle vlastniho vybéru. Pro instalaci Kaspersky
Network Agenta mulzete vytvofit Ulohu, ktera se provede na vSech pocita€ich ve skupiné. Na stanicich,
kde jiz uloha probéhla, NA je jiz nainstalovan, k opakované instalaci nedojde.

Nejprve instalujte komponentu pro komunikaci mezi KSC a stanici — Kaspersky Security Center Network
Agent (Network Agent / NA). Tato komponenta dokaze na koncovych stanicich zjistit stav HW a
instalovaného SW. Muzete tak napf. pred instalaci Kaspersky Endpoint Security odinstalovat kolidujici
software. Stejny postup poté aplikujte pro instalaci dalSich instalacnich bali¢kd, napf. Kaspersky
Endpoint Security 10 MR1 for Windows.

[ kaspersky Security Center i [ 4|
File Action View Help
&= @40 (XE 0| HE
WL Kaspersky Security Center :
= Administration Server SECURTTY-CEN Groups Polcies Computers
= w Managed computers _ .
Getting started » Stanice
[} Instalace NA, KES10MR 1 <
Servery
[ stenice ] Group tasks
i@y Administration Server tasks You can use tasks to configure
& Tasks for specific computers regular actions (for example,,
User accounts search and update) or actj
5 R ts and notificat performed from time e (for
Wz| Reports and notfications example, installatiogta new
&/ Applications and vulnerabilities version of ma application or
@ Remote installation application tion). =
Unassigned computers
% Repositories | + Create a task
i) Import task from file =
i) Refresh
¥ Show inherited tasks
Name = | Application | < no selected items >
Find vulnerabilites and applicati... Kaspersky ¢
Install update Kaspersky E
Virus Scan Kaspersky
<| | 4l »

|Group5: -1, computers: 0
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i

File Action View Help

| f4 eme | @ T LI o R
EL I |
WL Kaspersky Secu B
2 ( Adminstrat  Defining task name E
=20 Man;ie_ ing started » Stanice
Ser
Sta
i Adminis
i Tasks fi
User ac
% Reports
@/ Applica’
Eﬁ Remote
= Lnassic MName:
|C] Reposit
Instalace Kaspersky Network Agent

¥ Show inherited tasks

= Back | Mext > | Cancel Help

2l | 2 | ]

|Groups: -1, computers: 0 | |

New task wizard x|

Select task type P

E [§ Kaspersky Endpoint Security 10 Maintenance Release 1 for Windows
Add key
Change application components
Inventory
Manage Authentication Agent accounts
Rallback
Update
@‘5’ Virus scan
El [@ Kaspersky Security Center Administration Server
% Advanced
.

£ Fix
Install application remotely
@ Install Windows Updates

< Back I Mext = I Cancel Help
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New task wizard x|

Selecting installation package P

|_| 05 MDM mobile device server {10,1,249)
|:| Kaspersky Endpaint Security 10 for Windews (10.2.1.23) C5

|:| Kaspersky Endpoint Security 10 for Windows (10.2.1.23) EN

rk Agent (10.1.245)

|:| Microsoft Exchange Mobile devices server (10, 1.243)

Kaspersky Security Center Network Agent (10. 1. 249)

MNew... |

< Back I Mext = I Cancel | Help |

New task wizard x|

Settings o
Define task settings.

Force download of the installation package
™ Using Network Agent
[ Using Microsoft Windows resources by means of Administration Server

[ Using Microsoft Windows resources by means of Update Agents

¥ Do not install application if it is already installed

[~ Assign the package installation in the Active Directory group policies

Closing running applications before installation starts

< Back I Mext = I Cancel Help
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Nastavte parametry pro restart.

New task wizard Xl

Selecting operating system restart option -

Select an action that should be performed in case a restart is required when removal is completed.

= Do not restart the computer

™ Restart the computer

¥ Repeat prompt every (min): I 5 E
V¥ Restart after (min): I 30 E

[™ Force dosing the applications in blocked sessions

< Back I MNext = I Cancel Help

Nastavte uzivatelsky ucet s pravy lokalniho nebo doménového administratora.

New task wizard x|

Selecting account to run task

o
:'1 List of user accounts to be used to run the task. Accounts will be selected in the order listed.
Learn more
Rdomenaﬁadministrabor Add
Properties

¢ ¥ x

< Back Mext = Cancel Help
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Nastavte, kdy se bude tato Uloha spoustét a dokoncete privodce.

x
Configure task scheduling settings o
Scheduled start: |Every M hours j
Every
2 _:I hours
Plan for:
| Tuesday . May 27,24 x| |82352PM =
™ Run missed tasks
[™ Befine task launch delay, automatically:
™| Randomize the bask statk with interyal (nmin): - _|
< Back | Mext = | Cancel | Help |

Instalace pomoci preddefinovaného bezobsluzného instalaéniho baliCku

Pro vytvofeni bezobsluzného instalacniho bali¢ku, napfiklad pro produkt Kaspersky Endpoint Security
10 MR1 for Windows, v€etné Kaspersky NA, pouzijte volbu ,Create stand-alone installation package®.

File Action View Help

Eﬂ Kaspersky Security Center

=10l

€9 Flsld HEls

K Kaspersky Security Center
=] [ﬂ Administration Server SECURITY-CI
= U Managed computers
B I} Instalace NA, KES10MR 1
1. Instalace NA
2. Odinstalace nekomp:
3. Instalace KES10MR.1
Servery
Stanice
{2y Administration Server tasks
& Tasks for specific computers
? User accounts
=| Reports and notifications
i@ Applications and vulnerabilities
o o ) )

% Repositories

Getting started ; Installation packages

Installation packages

Installation packages are used for remote deployment.

=} Create installation package

& Manage packages of mobile applications
Mobile zpplications packages are intended for installztion on mobile devices not using Kaspersky Seourity Center, For
example, = mobile applications package can be sent to 2 user viz email or can be uploaded to the Web sarver for
further downloading and installation,

& View the list of stand-alone packages
Stand-zlone installation packages are intended for installation not using Kaspersky Seourity Center, For sxample, 2
stand-zlone package can be sent to 2 user viz email or can be uploaded to the Web server for further downloading and
instzllztion, Stand-zlone packages are created based on an evsting instzllztion package and inherit its settings,

& View current version of Kaspersky Lab applications

View report on versions of installed applications

) Add/Remove columns
() Refresh

Kaspersky Endpoint Security 10 for

Application: Kaspersky Endpoint Security
10 Maintenance Release 1

for Windows
Version: 10.2.1.23
Size: 371496 KB

mmtk}n
) Create stand-alone installation
package
Show installation package
properties window
3 Delete installation package

| I

|Insiallah'on packages: 5
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Odstranéni nekompatibilniho softwaru
Pfed instalaci produktu Kaspersky Endpoint Security 10 MR1 for Windows na koncové stanice je
vhodné a zadouci odstranit nekompatibilni aplikace. Zabranite tim pfipadnym problémdm. Informaci

o instalovaném nekompatibilnim softwaru na koncovych stanicich zajidtuje Kaspersky Network Agent.

Vytvoite skupinovou ulohu pro odinstalaci nekompatibilniho softwaru.

E Kaspersky Security Center

File Action View Help

=101 %]

YN EEE

K, Kaspersky Security Center
=] [S Administration Server SECURITY-CENMTER
= U Managed computers
= | Instalace NA, KES10MR1

| L Instalacs NA

2, Odinstalace nekompatibilniho softwaru

L 3. Instalace KES10MH1

=] @ Remote installation

[% Installation packages
=1 Unassigned computers
I'. Repositories

4]

% Servery v
{2y Administration Server tasks configure
i Tasks for spedific computers reqular actions
User accounts (for example,
@ Reperts and notifications virus search and
& | Applications and vulnerabilities :ES;E:) or

performed from
time to time (for
example,
installation of a
new version of
managed
application
applicatiol

) Import task
 from file

) Refresh

|+

Mame -

Find vulnerabilities and applicati...

< No selected items >

[¥ Show inherited tasks

-

|Groups: 0, computers: 0
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Mew task wizard x|

select task type o

=l | Kaspersky Endpoint Security 10 Maintenance Release 1 for Windows -~
Add key
Change application components
Inventory
Manage Authentication Agent accounts
Rollback
Update
&5 Virus scan
=l @ Kaspersky Security Center Administration Server
Bl | Advanced
Find vulnerabiliies and critical updates
Start or stop application
Send message to user
Change Administration Server
Manage dient computer
Verify updates
Distribute installation package
Uninstall application remotely
Fix wulnerabilities
A2 Tnetall annlication remateky LI

< Back I Mext = I Cancel | Help |
New task wizard x|

sSelect application to be removed o
Select the type of application being removed.

Uninstall application supported by Kaspersky Security Center

¥/

Uninstall incompatible application

s ]

Uninstall application from applications registry

Remove spedfied update for application

W |U:

Cancel | Help

Vyberte pozadované aplikace (nebo vSechny — Select All).
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ﬂ
Adding an incompatible application i[ ~»

Select application to be uninstalled:

|:] Acer LAMScope Agent 2,2,25.84 ﬂ
|:] Acer LAMScope Agent 2,225,849 x64

[] Adaptive Security Analyzer 2.0 =
Ad-Aware 9.6.0 L Add I

E] AEC TrustPort Antivirus 2.8.0,2237 / r e |
[ AEC TrustPort Personal Firewall 4.0.0,1305

|:] Agnitum Outpost Antivirus Pro &

|:] Agnitum Outpost Antivirus Pro 6 x64

| Agnitum Outpost Firewall 1.0

| Agnitum Qutpost Firewall 1.0 SDK

| Agnitum Outpost Firewall 2.5

| Agnitum Outpost Firewall 2.x

[ Agnitum Outpost Firewall Pro 2.1

[ Agnitum Outpost Network Security Client 3.5

|:] Agnitum Outpost Security Suite Pro 6.0

|:] Agnitum Outpost Security Suite Pro 6.0 x64

[ Agnitum Spam Terrier

| Agnitum Spam Terrier x64 LI

ol Abeml =k S Taes WOOT mmd e e e b

Select All OK | Cancel |

< Back | Mext = | Cancel Help

Nastavte parametry pro restart.

New task wizard |

Selecting operating system restart option o

Select an action that should be performed in case a restart is required when removal is completed.

~ Do not restart the computer

” Restart the computer

¥ Repeat prompt every (min): I 5 E
¥ Restart after (min): I 30 E

™ Force dosing the applications in blocked sessions

< Back I MNext = I Cancel Help
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Nastavte uzivatelsky ucet s pravy lokalniho nebo doménového administratora.

x

Selecting account to run task P
".‘1 List of user accounts to be used to run the task. Accounts will be selected in the order listed.
Learn more
lB,L‘.I:.'u'rler1a‘|,E=L‘.Imir1istrat1::r Add
Properties

£ ¥ %

< Back Mext = Cancel Help

Nastavte, kdy se bude tato uloha spoustét a dokoncete privodce.

x

Configure task scheduling settings =,
Scheduled start: |Every M hours j
Every
2 _I hours
Plan for:

[ Tuesday . May 27.2014 x| |8:23:52PM =5

[ Run missed tasks

™ Define bask launch delay automatically

™| Randaomize the task statk with interyal (min: |
< Back Mext = Cancel Help
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UziteCné utility

KAVRemover
Utilita uréena pro kompletni odinstalaci Kaspersky Lab produtk(. Je mozné vyuzit i metodu
vzdaleného spusténi - http://support.kaspersky.com/common/service.aspx?el=1464

GetSystemInfo utility

Utilita, ktera po spusténi vytvofi kompletni log ze stanice, kde byla spusténa. Na zakladé tohoto logu
je mozné odhalit nejcastéjsi problémy - http://support.kaspersky.com/general/dumps/3632. Po
vytvoreni logu Ize tento log zobrazit, po vytvofeni u¢tu na této adrese - http://www.getsysteminfo.com/

Riprep. A utility for preparing client PCs for deployment
Tato utilita po spusténi pfipravi klientsky pocita¢ pro vzdalené nasazeni produktu z centralni spravy
Kaspersky Security Center - http://support.kaspersky.com/7434

Kaspersky Update Utility 2.0
Utilita pro stazeni offline aktualizaci - http://support.kaspersky.com/updater2

Kaspersky Rescue Disk

Slouzi k vytvoreni bootovaciho CD, DVD nebo USB disku pro zachranu pocitaée napadeného
malwarem. Samotny program po nabootovani nab&hne v linuxovém prostfedi a nabizi celou fadu
nastroju pro opravu poskozeného pocitace - http://support.kaspersky.com/viruses/rescuedisk/main

Virus Removal Tool
Tool je uréen pro odstranéni vSech druhtl malwaru z OS Windows. Vyhodou programu je, Zze mlze byt
nainstalovan i na jiz napadeny OS - http://support.kaspersky.com/viruses/avptool2011/main

Virus-fighting utilities
Utility pro odstranéni jiz znamého malwaru - http://support.kaspersky.com/viruses/utility#TDSSKiller

UZiteCené odkazy

Knowledgebase pro Kaspersky Lab produkty
Vefejné dostupna knowledgebase - http://support.kaspersky.com

Kaspersky Lab Forum
Vefejné dostupné KL forum - http://forum.kaspersky.com/index.php?showforum=5

Kaspersky Lab FTP
Vefejné dostupné FTP - http://ftp.kaspersky.com/

Kaspersky Lab Online Courses
Vyukova videa pro Kaspersky Lab produkty - http://support.kaspersky.com/learning/courses

Kaspersky CompanyAccount

Oficialni support spole¢nosti Kaspersky Lab. Pro zalozeni incidentu je potfeba vytvofit ucet a pouzit
zakoupenou licenci pfi registraci na tento portal - https://companyaccount.kaspersky.com. Registraci je
mozné proveést zde - https://support.kaspersky.com/companyaccount/registration?LANG=en

Odbér knowledgebase ¢lanku
Prihlaseni k odbéru nové vydanych knowledgebase ¢lanku - http://support.kaspersky.com/subscribe/

Product Support Lifecycle
Aktualni seznam podporovanych a jiz nepodporovanych Kaspersky Lab produktl, véetné doplfiujicich
informaci - http://support.kaspersky.com/support/support_table
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